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Awareness Training Is Necessary to Support Your
Information Security Program
Roberta J. Witty, Ray Wagner

An information security awareness training program is a tool that all companies,
regardless of size, need to implement. Without one, serious IT risks may be overlooked.
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ANALYSIS
Information security awareness training is a much-maligned part of a complete information
security program. Taken alone — without technology solutions such as malicious code detection
and prevention, vulnerability assessments, firewalls, and identity and access management — a
training program will not address all IT risks. Users of IT assets must know their responsibility in
protecting these assets, as well as customer information, and the consequences if they fail to
comply with information security policies. Therefore, Gartner considers an information security
awareness training program to be an essential tool for all companies, regardless of size.
A survey conducted by MIT shows that awareness is considered one of the least-effective
approaches to managing IT risk by survey respondents overall, although 70 percent of the
respondents reported that their companies have awareness training programs. The survey also
shows, however, that businesses with awareness training programs have mitigated statistically
significant, higher levels of risk in all four categories (confidentiality, continuity, accuracy and
flexibility). This somewhat contradictory position indicates that information security awareness
training programs correlate to higher levels of IT risk that are mitigated within the company.
These programs should not be dismissed lightly.
In this Spotlight, we present different aspects of an information security awareness training
program.
In "Information Security Awareness Training Is Essential to Protect IT Assets," Roberta Witty,
Rich Mogull, Ray Wagner, Amrit Williams, Kristen Noakes-Fry and Ant Allan discuss the business
drivers and training basics, the roles within a company that require additional, specialized training
for information security awareness, how to train your users and how much to spend on your
information security awareness training program.
Kristen Noakes-Fry and Roberta Witty, in "Vendors Offer Diverse Methods for Information
Security Awareness Training," profile the various technologies that companies can use to train
their users, ranging from classroom-based training, to e-learning and customized training
programs. Also noted are vendors that provide the ability to track the progress and measure the
effectiveness of a training program.
In "Measure the Effectiveness of Your Security Awareness Training Program," Ray Wagner, Rich
Mogull, Roberta Witty and Ant Allan outline a number of metrics that can measure how effective
the training program within the company. These metrics are categorized as follows: process
improvement, attack resistance, efficiency and effectiveness, and internal crunchiness.
Lastly, in "How to Manage an Information Security Awareness Program," Rich Mogull describes
the management issues necessary for an effective training program, including creating a security
policy and how to enforce it, as well as creating a culture of security within your organization.
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